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Section 1 Menu Presentation Customization — Menu
Modes

MUNIS® provides two distinct types of menu modes: Multiple Document Interface
(MDI) and Single Document Interface (SDI). Each has its own distinct advantages:

e With MDI mode, all MUNIS forms open within one parent window
e While in SDI mode, each MUNIS form opens in its own independent window

If you execute the programs from a script, the mode MUNIS runs in is set by the database
launching script; to switch between these two menu modes:

Open the appropriate launching script (i.e. genmunis)

Find the MU_MDIMODE variable
For MDI, it should be $MU_MDIMODE=1
For SDI, it should be $SMU_MDIMODE=0
NOTE: If this variable is not present, simply add it.

Find the FGLRUN command at the end of the script

If it is set to MDI mode, it will look like this:
$FGLRUN $MU_ROOT/progs/memdimnu —il

To change it to SDI, it should look like this:
$FGLRUN $MU_ROOT/progs/mesdimnu —il

NOTE: The only change is the name of the program being called.
Save the file and launch MUNIS with the newly altered launching script. You should
now be in the desired menu mode.

MDI Menu

The MDI presentation is shown in Figure 1. The grey screen acts as a shell, container or
parent screen within which all MUNIS® programs will be executed. This format allows
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the user to minimize and maximize all open MUNIS applications with a single click of
the mouse.
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Closing the MDI menu system will shutdown all the executing MUNIS programs. Prior
to closing, a pop-up window will appear to confirm shutdown. Despite this capability,
MUNIS always recommends that each program be shutdown individually to ensure no
processing is lost. When a user does select a forced shutdown, an entry is written to the
error log.

SDI Menu

The SDI presentation, on the other hand, is a two-pane window that is shown in Figure 2.
The menu system sits within the left-hand pane while the right-hand pane serves as an
information center with a customizable image and hyperlinks. This version allows the
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user to launch multiple MUNIS programs independently. Each can be minimized,
maximized, and closed without disturbing the others.
FIGURE 2
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The user needs to take care during shutdown to ensure that all MUNIS programs have
been exited. Because each window is an independent entity, there is no central control
mechanism to evaluate what programs are running at any given time.

Favorites and Recent Menu

For both menu modes from a convenience perspective, the user is afforded a “Favorites”
menu that allows frequently accessed programs to be launched without having to navigate
through the menu system. In addition, under the “System” menu, there is a “Recent”
menu that keeps a chronological list of the most recently executed programs (Figure 3).
FIGURE 3
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MIIMIS Application Menu
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My Menu

Once a program is launched, there is the menu option “My”. The “My” menu includes
the user’s favorites, reports and menu preferences (Figure 4).

FIGURE 4

E‘] GL Account Inguiry - MUNIS [Tyler Connect 2008]
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Add Favorites

Favorites can be added by selecting the star “#licon on your MUNIS toolbar (Figure 5)
or by right clicking on the program screen and choosing 2| + Favorites (Figure 6).
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FIGURE 5 FIGURE 6

Remove Favorites

To remove a program form the Organize Favorites, select the program from “My” menu

or from the MUNIS menu; then click on the Delete button (Figure 7).
(] MUKIS App Cantor - Tylar Connect 2008 - MUNIS - 08/04/2008
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FIGURE 7
Section 2 Menu Style Preferences
MUNIS offers three different menu styles: “tree”, “pop-tree” (Figure 8), and “pull-down”
(Figure 9).
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FIGURE 8

“Tree” and “Pop Tree” Menu

The “tree” and “pop-tree” styles are displayed above and follow the Windows Explorer
standard (Figure 8). They allow the user to expand and collapse portions of the tree at
will. The “tree” version stays docked on the left-hand side of the screen while the “pop-
tree” version is free-floating and can be positioned anywhere. The “pop-tree” menu can
be accessed at any time by pressing a user-defined function key. From a user’s
perspective, the primary advantage of these two styles is that the menu stays open even
after a program is selected.
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FIGURE 9

“Pull-down” Menu

The “pull-down” style is horizontally aligned across the top of the screen and can be seen
Figure 9. In this case, the menu system cascades as each selection is made. The menu
disappears once a selection is made.

Choosing a Menu Style Preference

Path: Main Menu->Dept->Menu Personal Preferences
Path: My Menu->Menu Personal Preferences

Style choices are under the user’s control within the “Menu Personal Preferences”
program. It allows the user to associate a particular style with each supported menu type
(Figure 10).
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FIGURE 10

Selection of the Pop-tree style necessitates closing the MUNIS application, launching the
MUNIS application and using the Pop-tree keyboard shortcut to launch the Pop-tree
menu.
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Section 3 Menu Maintenance/Setup — Menu

Customization

Following login authentication, menu customization is the most powerful method of
controlling access to the MUNIS system. MUNIS has the ability to serve each user role
with a customized menu that shows only those functions that fall within the role’s
domain.

Custom menus can be created by grouping together various MUNIS programs all under

one menu. The following is an example of a customized menu for a payment entry clerk.
The payment entry clerk role needs to access ONLY the following programs/options:
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Payment Entry

Bill Inquiry

Parcel FM

UB Account Customer
Inquiry

Customer FM

MUNIS website

Since these programs are located on different menus within MUNIS, we will create a
custom menu for the payment entry clerk role. Menu customization begins at the Menu
Maintenance/Setup screen as shown in Figure 11.

Path: Main Menu ->Admin->General Admin->Menu Maintenance/Setup>Menu Design

Tab
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FIGURE 11

e BT A P il
mwm An Educational and Networking Conference for Tyler Clients



Creating a Custom Menu

Custom menus can be created by using the program “Menu Maintenance/Setup” as
shown in Figure 12. This allows maintenance on existing MUNIS menus as well as the
creation of role-specific menus. To create the custom menu “Payment Entry Clerk”
menu, we will use the following programs/options:

PROGRAM ID CAPTION

arcshrct Payment Entry

arbiling Bill Inquiry

txremast Parcel FM (inquiry only)
ubcsting UB Account Customer Inquiry
arcstmnt Customer FM

Path: Main Menu->Admin->General Admin->Menu Maintenance/Setup>Menu Design

Tab
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FIGURE 12

The menu id of “pmtclerk” depicted in Figure 12 can be tied to any role in the system. It
would restrict access to the functions listed, namely Payment Entry, Bill Inquiry, Parcel
FM, UB Account Customer Inquiry, Customer FM and the MUNIS Website.
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Menu Security

MUNIS also offers menu security within any menu; this functionality resides within
Admin>Security>Role Maintenance.

Main Menu>Admin>Security>Role Maintenance

[19) Rl Maintenance - MUNIS [Tyler Connect 2008] I~ [ofx]
viiiba "gasSREXQANSREEE D] B
Rk
Rols Key  MUNIS Flole stabus  |Acive
Description Private Foke for mures | Lamstupdated [08/12/2008 113 at125:41
Menu sccess | MUNIS Main menu
uick bk
Module View Fole Peimissions [Fole Data Aocess };lnmSmu'ily Asmgred Useiz (1]
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FIGURE 13

This allows each role to be married to specific MUNIS menus and then for each function
contained within the menu to be toggled on/off. Figure 13 is an example of the “Menu
Security” function for typical MUNIS role. An unchecked function is not available to the
user. In this particular example, when role “MUNIS” is presented with the MUNIS
MAIN MENU, the Financials menu selection will NOT show. There is no need to restrict
access on the menus that a role cannot view.
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Launching Non-MUNIS Applications From The Menu System

The MUNIS menu system is versatile in that it allows the user to open Microsoft Office
Documents, link to Websites, run batch programs, and launch Crystal reports in addition
to executing MUNIS programs.

Path: Main Menu->Admin->General Admin->Menu Maintenance/Setup>Menu Design
Tab
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FIGURE 14

The key to launching a non-MUNIS program is selecting the proper executable type. The
drop-down list as shown in figure 14 identifies the choices that are available in version 7.

If the menu pick is an executable program (i.e. .exe, .bat. or .cmd), set the type as
Exec/Client and reference the absolute path to the program under parameters. A free-
form description for the program can be referenced in the caption field and will be
displayed on the run-time version of the menu.

Any PC-based document can be opened from the menu system using a similar setup to
the one above with one distinction. The parameter field must specify the absolute path to
the root program followed by an absolute path to the document itself. For example, if an
Excel spreadsheet named usercon.xls were to be opened, the parameter line would have
to specify exactly where the Excel program was located on the computer coupled with the
exact location of the spreadsheet itself.
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A Crystal report can be launched by selecting the menu type as Y- Crystal Report and
specifying the desired Crystal report from the drop-down list.

Likewise, a linking to a website can be accomplished by selecting the menu type as W-
Web URL and specifying the uniform resource locator (URL) in the parameter field.

Path: Main Menu->Admin->General Admin->Menu Maintenance/Setup>Menu Design
Tab
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FIGURE 15

The “Menu Maintenance” program exhibited in Figure 15 demonstrates an existing menu
that has been modified to execute the functions mentioned previously.

Additional Menu Setup Options

Additional menu options are available in the Menu Maintenance/Setup screen.
The Menu Design Tab allows for the creation of custom menus as well as the following
functionality:

T2 Start Mawvigatar ]

The Start Navigator button will launch a floating Navigator menu that
will allow access within the Menu Design Tab to any of the selected menus items in the
Navigator window.
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Ep:
[BaCopy e |y Copy Menu button will allow the copy function of the current menu.
[[} Apply M ow ] .

The Apply Now button will apply the changes made to the current menu.

’@u Idndo Changes l

The Undo Changes button will undo any changes made to the current
menu.

The Base Menu Setup Tab

E Menu Setup - Tyler Connect 2008 - MURIS - OB/ 27008

VX ihEB HAERD YR ISR EK] Co* @

Menu Design | BaseMenuSetup | Menu Type Custornizations

|
T L

of Meru Update MeruAccess iz Ensbled

Lastimage updae (06702706 | 17183
Last men update [08712/08 133

Fecert Menu Cache
Fietain Recent’ menu history for | 100 days Disable meru caching (ol recommendsd)
Maeum Recerd merusrties | 26 Divectory fleave blark for deda]
SEhem rsnii Addtionsl menis Etendad un commands

Autosod Spebem mend Autoeddd Favontes manu Allows Servet sxec command:

Inchade Systerr>Advanced meru Audorfidd Help mern Adow Clertt exec commands
Add Disect-Hun o Advanced meru Adow Emad addiesse: n meni
Croate ‘Quick Links” men for Quick Links: Alow Web ses in menu
THER 1021 M
Desabie meena - lock ot usess for system mantenance o

Record(s) updated.

Menu Status

Menu Access is - This indicates if the menu access is enabled or disabled.
Last image Update - This is the date and time that images were last updated.
Last Menu Update - This is the date and time that menus were last updated.
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Recent Menu

Retain ‘Recent” Menu History For - This is the number of days of user history to be
stored. For new installations for the MDI menu, the default value is 1. When using the
MDI menu, it is important to keep the value of this box at a low number to preserve
system resources. Type 0 to disable history and the System—>Recent option.

Maximum 'Recent’ Menu Entries - This box displays the maximum number of submenu
entries allowed: 0 to 26, inclusive. The numbers correspond to the letters A through Z.

Cache

Disable Menu Caching (Not Recommended) - This check box directs the program to
disable menu caching. This is not recommended. If disabled, users may notice delays in
processes and commands, and some features may not work properly.

Directory (Leave Blank for Default) - This box specifies a menu cache directory.

Leave this box blank to use the default directory, which is the directory that MUNIS
personnel recommend.

System Menu

Auto-Add System Menu - This check box directs the program to display the System
menu in the main MUNIS menu

Include System->Advanced Menu - This check box directs the program to display the
Advanced submenu in the System menu.

Add Direct-Run to Advance Menu - This check box directs the program to add the Direct
Run option to the Advanced submenu.

e Direct Run is a MUNIS feature that allows you to call a program using its 8-
character program name. If the Add Direct Run to the Advanced Menu check box
is selected in the Menu Maintenance/Setup program, the Direct Run menu item is
included in the System/Advanced menu.

e For individual system users, the Direct Run feature is only available if they have a
role assignment that has the Access to Direct Run menu check box selected on the
MUNIS Systems Role Maintenance screen in Role Maintenance. General users do
not have access to the parameter enhancement.

Additional Menus

Auto-Add Favorites Menu - This check box directs the program to include the Favorites
menu on the main MUNIS menu. When a user adds Favorites, there is a delay equivalent
to the idle-polling time set in the Menu Idle-Polling Delay in Seconds box. Users must
remain idle for the value specified in this box before the item appears in Favorites. This is
also true when a user selects Exit from the System menu.

Auto-Add Help Menu - This check box directs the program to add the Help menu to the
main MUNIS menu. The Help menu provides users with access to documentation, useful
e-mail, and Web addresses.

Create 'Quick Links' Menu for Quick Links - When this check box is selected, any Quick
Links menus are placed under a top-most 'Quick Links' menu. When this check box is
cleared, any Quick Links menus are placed on the top menu level.
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Extended Run Commands

Allow Server Exec Commands - This check box directs the program to add server
commands to the Advanced menu. These commands enable users to open a background
screen on the client workstation that runs outside of the MUNIS software, but that is part
of the MUNIS system.

Allow Client Exec Commands - This check box directs the program to enable client
commands in the menu.

Allow E-mail Addresses in Menu - This check box directs the program to enable e-mail
addresses in the menu.

Allow Web Sites in Menu - This check box directs the program to enable Web sites in the

menu types.

! The Disable Menu button - Caution! This option should only be used
during system maintenance downtime as it locks all users out of the selected menu. Do
not select this option unless you have a means to re-enable the menu.

tenu Upd . : .
[*g e l The Menu Update button will force users to rebuild their menus the next

time that MUNIS is run. The menu cache directory is cleared.

[image Update | The Image Update button will force an update of images used by the
MUNIS® system. When you select this option, images on users' systems are updated the
next time they log in to the MUNIS system.

.2 Clear Mgl

The Clear MsgQ button will clear the message queue during system
maintenance when no users are accessing MUNIS programs.When you select this option,
the program displays a confirmation message.

B
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The Menu type Customlzatlon Tab
1@ ~4 008 | 811 3200

v X auasERDPXD 5 2 X m v @
Menu Design | Base Menu Setup | Menu Type Customizations
Select Menu Type

For wiich merus program MD| Meru w

Tithe
Meru wandow tile  Mures Man Meru

Sapaistor bulst - dazh
Add chert name Io tids bar Add date bo litke bar
Add logn name bo e bat Ak b §o Bt b
Sample bile: 7 2
Splath Sceeen Advanced
Show splash scresn on shat up Enable message quess
Splazh ide delyy 2| seconds Menu idle-poling delay in seconds
Splash ma tmecut 120 | seconds

W4 1et1 P oM

iﬁchctmuwmtocuﬂmc,ﬁmcttwnhlm

- [Bix]

Select Menu Type
For Which Menu Program - This is the menu program to setup.
The options are as follows:

e The MDI Menu is the most common menu program. It is a parent/child
structure; each program (child) is launched and contained in the same

window (parent).

e The SDI Menu is a MUNIS application center. Each program is launched
in a separate window, functioning as if it were its own application. When
more than one program is open, this menu enables you to toggle between

applications (programs) by pressing Alt+Tab.

e A notation next to the box indicates whether the program is enabled.

o Click Refresh to see the changes you have made.

Title

Menu Window Title - This is the menu name or title that should appear in the title bar of

the MUNIS system. The name can contain up to 64 characters.

Separator Bullet - This is the type of delimiter to use when program titles are appended.

Add Client Name to Title Bar - This check box directs the program to display the
company name in the title bar. The company name displays as entered in System

Parameters FM.

Add Login Name to Title Bar - This check box directs the program to display the
employee's user ID if he/she is currently logged into the MUNIS system.

Add Date to Title Bar - This check box directs the program to display the current date in

the title bar. Polling must be enabled for the date option to be functional.

Add Time to Title Bar - This check box directs the program to display the current time in

the title bar.
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Splash Screen

Show Splash Screen on Start Up - This check box directs the program to display a splash
screen during a menu rebuild.

Splash Idle Delay - This is the number of seconds that the splash screen should delay
before checking to see if the menu has been rebuilt.

Splash Max Timeout - This is the maximum number of seconds to display the splash
screen, regardless of polling, before the splash screen times out.

Advanced

Enable Message Queue - This check box directs the program to enable menu application
messages.

Menu Idle-Polling Delay in Seconds - This is the number of seconds to delay before a
menu checks for background events. Polling makes a data link library call that keeps
users' menus refreshed. Polling does not clear the cache. The default and recommended
value for this box is 1. If the value is greater, it may cause noticeable delays in updating
commands, such as when users add a program to their Favorites menu.

Custom Menu NOTES:

A software release or update overwrites changes you have made to the menus. You are
responsible for fixing changes to the menus that result from these updates. MUNIS
personnel urge you to print/store a copy of the menus, and then reconfigure the menus
after the release/update is complete. New programs are not placed on the menus by
default. To add new programs to the menus, you must grant users access.

e When you add new menus, the program ensures that the 1D defined for the menu
does not match the ID of a program that currently exists.

e Inorder to ensure that your custom menus remain compatible with future releases
of new MUNIS programs, MUNIS personnel recommend that if you create new
custom menu IDs, you create IDs with 7 characters or less.

e To configure the menus for specific users, use Role Maintenance.

e You can use custom splash screens or other images with Genero® desktop
computers (GDCs).

e For Linux® and UNIX® servers, place images in the
$MU_ROOT/images_suppl directory

e For Windows® servers, place the images in the
%MU_ROOT%\images_suppl directory.

e Once you have stored the images, you can access them in Menu Setup by
clicking Image Update. When you click this button, the program displays
the following message: "This option will force an update to the MUNIS
image library on all users' workstations. This will occur the next time each
user runs their menu. Are you sure you want to force an image update?"
Click Yes to continue.
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e The supplemental images directory must be named the same as the standard
images directory but with _suppl” added at the end. It must also exist in the same
parent directory as the standard images directory and should have the same
permissions.

o Valid image extensions for the image_suppl directory are .gif, .jpg, .png, .ico, and
.bmp. All other file types are ignored. Because these images are transferred from
the server to the user's workstation, be aware of how transferring larger files may
affect the network (for example, you may not want to transfer a 1-MB bitmap
file).

Section 4 AUTO-UPDATE OF CLIENT SOFTWARE

MUNIS is a client-server application. In addition to updating the server-side forms and
programs, there is also an occasional need to update the client side. MUNIS contains a
mechanism to automatically push out client updates without the need to visit each and

every client machine.

The System Parameter table shown in Figure 16 contains a System Admin tab.
Path: Main Menu->Admin->General Admin->System Parameter>System Admin Tab

[ system Parameter File Maintenance - MUNIS [Tyler Connect 2008] FEX
My Fle Edt Tools Hep
s X A UMt R ROSREX] Co %D
MUNIS access
| SieConiig |  [® MUNIS Access Enstled |

Cherk |récemahon Sypshem Admn Misc. Settngs E-bad

Gensal

MUMNIS[R] Vedmon 7.1 [7.1.000733)
Licarices raibes
LRty Billrig informnation sring. 7.7

Aol pdate

E nablia auto-update of usees’ deskiop chert
Apsclting
Defait qsry count sudit theshold 10000
Idbe program seftng:

Timeoud programs aftes & delaull ide tme of | 1 hou
P 1l hicn & trnsoul il los 1 minute

[aintains MUNIS preferences for sbe settings.
Record(s) updated

FIGURE 16

The Auto-Update check box directs the client software to automatically update itself
whenever a change is warranted. The affected client will receive a pop-up message
indicating that the client software is being updated. In all, the process takes
approximately 30 seconds. This parameter is a universal setting that will be applied to
every client machine within the environment. It cannot be turned on and off on a user-by-
user basis.
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Section 5 AUTO LOGOFF OF MUNIS SESSIONS

Perhaps the most frustrating aspect of administering any system is the requirement that a
user logoff the system when not using it. No matter how many times users are reminded,
inevitably each and every night, there will be a list of users that have gone home for the
evening without terminating their sessions. Not only is this a security threat, it also ties
up precious licenses and can hold up nighttime processes like backup and refreshes.

MUNIS has a built-in time-out feature that can be set universally and overridden at the
user level. Figure 16 illustrates the System Admin tab of the System Parameter table.
Path: Main Menu->Admin->Security->Role Maintenance>MUNIS System>System

Admin Tab
E Systern Parameter File Maintenance - MUNIS [Tyler Connect 2008] g@@
My Fie Edt Tools Help
v X dumn- R >*RDOE B X ot @
MUMIS sccest
| SteConig |  [@ MUMIS AccessEnsbled |

Chent Irfoemation | System Admin | Misc. Seltngs | E-Mad

Gerial

MUNIS[F] Vessson 7.1 [7.0.00033)
Licsrize rasmidee
Lty Eiling infomnation sring. 7.7

Auto-Update
Erabls suto-updale of usess” deskiop chert
A pcfiting]
Drefault gueny count audt thoeshold 10000
Il piogram sebtngs

Timeoat programs aftes & delaull ide me of | 1 how
Price b timecud, shiow & brrecul absil lof 1 minute

Pehainst adres: FLUNIS prefersnces for she settings.
Record(s) updated.

FIGURE 16

Note that there are two parameters under the Idle Program Settings. The first instructs
MUNIS how long to wait to sever its connection with the client in the event of no
activity. In this case, no activity implies that no keystrokes have been logged on the
keyboard, and the mouse has remained stationary. The second instructs MUNIS how long
to display an alert message in the event of an impending timeout.

The program timeout alert lets the user know the idle time remaining before the system

will close the program. The settings here are universal and can be applied across the
entire user base.
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Should the need arise to grant certain users exceptions to this rule, MUNIS supports this
as well. Figure 17 illustrates how a user can be exempted from the global rule.

Path: Main Menu->Admin->Security->Role Maintenance>MUNIS System
[ Rain Maintananca - MUNIS [Tylar Connect 2008]

vX thEa g aAaEDRDF XD
Rl
Role Key | MUNIS
Description |Favate Flole for munis
Menui sccess | MUNIS Man meny

7 AERDXROSE # X

Quick fnk Aok
Modue View | Rk Pesmissions | Role Data ages | RolelD  [MUNIS
= 1] iption Privabe Flcks ot munis

General / I Cops J Plole iz active

2* MUMIS Sytbarm

Fitiun Genaral
Spool e mantenance sciess Ful Aestnet io Public Accass’ ute only

& | Scheduer fle mantenance access Ful Access the Direct Run' menu option

Inancials

g Entity code restiction D=AR Modiy MUNIS scieen foms:

Wotkllowr supesuged

Timeout peograms after an ide fime of | Dizabled

Query courd sudt theeshold 50

Mad maips Schaduls
Use mad merge femplates Schwduler Engne adminaialor
Casale new mad mengs lesmplales Subral jobs 1o be scheduled

M ardan a:shrg med menge lemplates
DataAecass
MUNIS web patts accass: None

T | | LI @ E

Displays the history of changss for this record.
Record(s) updated.

1] 4 1eed | »

FIGURE 17

Section 6 MANAGING USER QUERIES

Query Audit Count Threshold

Much of MUNIS’ power comes from its inherent ability to find on almost any field or
combination thereof. Coupled with this power is the risk that a user may request a find
that returns every record in a very large table. Whether intentional or accidental, these
types of queries can place a processing burden on the entire system. MUNIS provides the
ability to monitor these exceptional queries. Figure 16 illustrates the System Admin tab
of the System Parameter table.
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Path: Main Menu->Admin->Security->Role Maintenance>MUNIS System>System
Admin Tab

@ Systern Parameter File Maintenance - MUNIS [Tyler Connect 2008]

My Fie Edk Tools Help

vX iha uaERPYXRNSBEX) O @

MLUMIS sccest

[ SteConig |  [® MUNIS Access Ensbied |

Chent Infoemabion | System Admn | Misc, Settings | E-Mad

Gersisl

MUMIS[A] Vesmon 7.1 [71000133)
License rusnber,

Lty Biling information sinng: 74
Audorlipdate
Erabls suto-updale of uzess” deskiop chert
Apadling
Dbt queny count sudit Bueshold | 10000
Il piogram sebtngs
Timeout programs aftes a delsult idle time of | 1 how

Price b limecad, show & brrescul alail lo 1 minute

Maink sl FILINIS preferences for ske settings.
Record(s) updated.

FIGURE 16

In Figure 16, the Query Count Audit Threshold is set at 10,000. In other words, any query
that returns more than 10,000 rows will be logged in an audit trail.
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While the setting indicated is universal, it can be overridden at the user level as illustrated
in Figure 17. In this example, the user “MUNIS” has a limit of 50 records.

Path: Main Menu->Admin->Security->Role Maintenance>MUNIS System

E‘]Rﬂh Maintanance - MUMNIS [Tylar Connect 2008] 0=
My Fie Edt Took Help ;
VX iRhEBRAE RV XRISREX] Dt R
(%] MUNIS System Role Malntenance
lvX i@ g AERPXDOSREX] Ca B
Roke
Module View | Fiode Pesnissions | Role Data 4 Role!D [MUMIS™
b S Blssuidmaisine Description Fivete Rels for mais
General [_cw | Floke is active
5 MUNIS Syt
S
Spool fis mantenance access  [Ful || Restiict to Public Accest’ use oy
Financials Schedudar e maintenance access [Ful 11 Access the Direct Run' menu option
: Entity code resirichion 0=A1 Moy MUMNIS scresn foms
(=5 Accounts Papabis
= Wotkflow supenuses
2 Bid Management
(= Budget Timeout peograms after an idle fime of | Disabled |
[ Contract Managemerd Queey cour aud theeshaokd L 50}
5 Frred Assets Mad maips Scheduler
S Govaial Ledon Uss mad merge templates Schadulsr Engne adminiziralor
_'_,I ~ Creste new ma merge templates | Subrmi jobs 1o be scheduied
ey ——
el Mairisin existics) mad merge lemplates
{2 Puschaee Orders
=n DataAccess
= Reguntions
MUNIS web parts accass: None
(& Work Quders. Fleed and Faclities
: i i 0K T S— N Y S
ML tct 'Y
Displarys the history of changss for this record. o
Record{s) updated. =

FIGURE 17

Queries that exceed the established threshold are logged in an audit trail. Violations can
be accessed via the Query Audit Display/Purge Program.
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Query Audit Display/Purge

Path: Main Menu->General Admin->Query Audit Display/Purge
E’]Qwr:r Audit Display / Purge - MUNIS [Tyler Connect 2008] |

vX ihEB I AERDXRDPEPSE EHE Ta 0

sy eeecubion dedads

UserlD s M
Date o200 |
Time LT
ProgamiD  [psmaster |
Query et count | 57|

Auditirg thregholds for the qualy eet counl

User setting ot bme of query. 50
Curent uses seitng 50
Curent syshem default 10,000

Oy that was essculed

| select couni(’] from prempmst, hest, orest whets peem_peoi= 0 and [prem_loc between |
I_sdart anad |_end] and [peem_p_ong bebwesn o_starl and o_end] |

5
E“Ill__ 1877 of 2243 |IB[E{E]E

Dedates 5l data records i the sctwve at, YR

FIGURE 18

As Figure 18 illustrates, the log contains a user stamped, date stamped, and time stamped
violation log that details not only the size of the find set requested by the user but also the
query syntax that extracted the data.
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Section 7

MONITORING THE ERROR LOG

Database and system errors are logged in the MUNIS Error Log. While the presence of
records in the error log are not in and of themselves alarming, certain trends can be
considered indicative of problems. The real issue here is to analyze trends such as a
growth in errors on a day-by-day basis or a large number of errors that can be attributed

to a certain role or program.

Figure 19 displays the error log table. All the fields in the table are searchable making it
easy for the administrator to cull out errors by day or user.

Path: Main Menu->General Admin->Error Log Display/Purge

[ Error Log Display / Purge - MUNIS [ Tyler Connect 2008]

=13

My Fie Ed Took Heb
vX ihE s RE

Actraily stamp

Dale 08N1/2008  hid

Tt 170547

i

UszaeID  [mveres Mursz

Logged enor acthity

Irteanal meszage ghustry data ence: 2006 B 16
Stahus enee 0

154M armoe 0

@[I' Z47 of 261

Deedetes ol data records in the adtrve set,

IV RDSR W X

(> 1[vt ) (28] EE]

e

FIGURE 19
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The log is stored in a table named sperrlog, Figure 20. Selecting the Display icon will
display a table view of the errors.

@ Error Log Display / Purge
File Edt Tools Help

v X hE HAERFXADESREK] Dot @

Dabe = Tirna Prog ID Ulgeq D Llses Name It eanal Messape o
0B 12008 1723 aticrpl i Murus ghistry dats eror. 2006 B 17
0811./2002 17:2200 aticnipl L Miurss Izl gl 400 -39
08.1./2008 17225 ancapl ML e ghizstry dalaemor: 2006 E 16
(8112008 1hazse sicnpl iz Mure: Inceet rpgil400F -390
08.11./2008 171316 Srienipl i Murut ghustry dsta eor. 2008 B 17
01142008 171315 anicapil iz Muris Inczeet terpol 400} -39
08/17/2008 e ancapl iy Mz ghishy dolaemor. 2008 E 16
0817142008 171813 aticnipl [T Murus ezt gl 4001} -39
081142008 170216 apicripl Lz urss ghhistry data enor: 2006 B 17
081142002 170815 aicapl S i Inesert tergoll 400 =23

(e 1./2008 170814 sercepl Mg Mure: ghistry dalaenor: 2006 & 16
OB 1/2008 170813 aticripl i Murss Irezedt terggil 400} -3
08/11./2008 170649 anicapl LN Miuras phiztry dsla epor. 2006 B 17
08.1,/2008 170643 asrcaupl e

i1 Muriz Ingedd tmpgll400F -39

; mimni
081142008 170646 stenipl i Muruz Irsesed engagl{ 400} e |
0811/2008 142530 bgaendent iz i winwipe3d spednadr pand faled
081/2008 1425329 bgamdent i Muriz A limeout was reached contacting e-madl
0817/ 2008 14: 25345 bgamdent [T Miursr winodpe spemad send faded
0817./2008 142344 bgaencbant [T Muraz A lirneout v resched contacting -l
L 3w
Seaich / Fite Recond
@ : d» £47 of 261

FIGURE 20

The table sperrlog is accessible via Crystal Reports, which in turn gives the administrator
the ability to create graphical reports detailing the frequency of errors by date, role, or
program.

Section 8 SECURITY FEATURES

MUNIS utilizes role based security whereby each module has a series of binary
propositions that either allow or disallow a user the right to use certain functionality.
Moreover, users can be reigned in to certain general ledger segments, payroll
departments, or receivable codes. These features are well documented and beyond the
scope of this presentation. Instead, the focus will shift onto two lesser-used aspects of the
MUNIS security system.

Password File Maintenance

MUNIS Password File Maintenance has existed for more than a decade, yet it is rarely
used. With the 2005 release, however, this program has become commonplace. The
MUNIS Workflow Engine has been rewritten to utilize web services and consequently,
the password file has been chosen as the authentication mechanism. The MUNIS
Password File is presented in Figure 21.

i
y > o U B o &
;.,(‘@ ﬂﬂl\ mzws An Educational and Networking Conference for Tyler Clients



Path: Main Menu->Admin->Security->System Passwording Maintenance
(8] systesn Passwor ding Mainienance / Setup - MUNIS [Tylar Coanect 2008) = | O X|

vX thE uAERDARASR EX) Co 0
Systam miomnabon
Thiz sylem i curmertly using patswond secupily level 0 h
= Passvads will not be requed at eithes MUNIS mer o program vvocations.
= 'Wieh Sernce and Supervaics pasiwoids vall be iequaied

Pastword hunchons

[ Set Securiy Level || Puchased MUNIS Feabue: |
[ Synchecnizs Passwoed Flle 1[ Global Status Change ]
Password account rloimaton

User 10 s vesl| Murms

Account lype Hw'ﬂﬁuﬂmPﬂwﬁd
Accoun! slalus Am'e

Fassword on file e [ Changs Passweoed -I

0] KT L] @lE

FIGURE 21

The button labeled “Set Security Level” allows the administrator to prompt users for
passwords whenever a menu is opened or program is launched. The password used here
can be exclusively for MUNIS and separate and distinct from the operating system
password.

E"] Options

Choose an option

(%0 - Mo Menu / Prog Passwording:

() 1 - Menu Passwarding

() 2 - Program Passwarding

[ (]9 ” Cancel ]

When this functionality is activated, every MUNIS user would have to exist within the
password table.
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To aid in the setup, the administrator is provided the “Synchronize Password File”
button.

(M) Synchronize Password File E|

Aocount type o process
() iMenu / Program Password

() Supervisar Password
() Web Service Password

[ OF. ” Cancel ]

This will use the User I1d Permissions table to create a unique user record in the Password
table.

Passwords can be expired or inactivated at will by using the “Global Status Change”
button.

[M] Global Status Change §|

Select a new status

) Active
() Force Password Change
() Inactive

[ OF. ” Cancel ]

The Purchased MUNIS Feature functionality will allow the system administrator to use a
temporary license and password to try a MUNIS module or to assign a password to a
purchased MUNIS feature.

Purchased MUNIS Features

MUMNIS feature  |'Waord / Excel / Attachments |

Feature status: Enabled /% alid

Temporan pazsword
Password 0108

()l reen D] & [E]

CYR

Closes the window,
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Lock Out Users

Occasionally, it becomes advantageous to keep all users off the system. This is especially
true during the installation of releases or year-end closes.

Path: Main Menu->Admin->General Admin->System Parameter

@'Syslem Parameter File Maintenance - MUNIS [Tyler Connect 2008]
My Fi= Edt Took Help

vX B U AE R *RNSEEK) So (@
MUMIS secess
[ SteCobg |  [® MUNIS AccessEnabled |

Chent Informastion | Spstem Admin | Misc, Settngs | E-Mad

Clenit nane / sddiecss

Hame Tyker Connect 2008
Adcdeess 1

Adckess 2

City FALMOUTH

State / Province M& .. | Massachusetts
2F / Postd code  |4105

Country WS ... | Uribed Siates

MUMIS account nfommation
Account number 594

Mainkains MUNIS prefenences For site settings.

FIGURE 22

The System Parameter File Maintenance screen shown in Figure 22 contains
functionality that will lock out all users of the system with the exception of the “munis”
user.

[- MUNIS Access Enabled ]

By clicking the button , all users will be prevented from
accessing the system with the exception of the “munis” user. The MUNIS system will
prompt the system administrator with the following message:

[®] MUNIS Access (%]
Accezs bo MUNIS iz currently EMABLED far all users.

~ 2.0 Do you wish user access to be DISABLED?

[ ves J_ N |

It should be noted that this access rule is only activated upon login. For example, if a user
is running MUNIS when this button is activated, their session would not be disturbed.
Only after logoff and subsequent login would the user experience the lock out.

When MUNIS access is disabled, the user will be greeted with a message stating that the
System Administrator has disabled the system.
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Section 9 CONFIGURING LOCAL AND REMOTE
PRINTERS

Once a print queue has been successfully created within the operating system, it needs to
be established with MUNIS. MUNIS utilizes the Printer Definition Table shown in
Figure 23 to establish every valid printer within the system.

Path: Main Menu->Admin->Printer/Device->Printer Definition FM
[ printer Definition File Malntenance - MUNIS [Tyler Connect 2008]

v ihEa g aERFxRAESER K o+ @
General prnber mloemation
Prnted 1D LAUA |
Prntes name  LAURIE'S FRINTE
Print command  rip -d " oot setver\Fiay Kda”
Larudscaps mods
Copses argument | -n L=
Printer avadablty
() Unavalable
() Avadable by ol usets
() Aeserved for o ussr

(%) Aeserved for a department
Resarved for uger f depl |EMG ()| EMNGINEERING

Additionad prinkel aigumesnts
1

2

3 E_

@l

Scan bne [OCH] corbicd codes
Stat |

e

A 0ot 0 (1w 1M bR
Enter any additional srgument strings for this printer. o

FIGURE 23

Each printer is identified with a 1 to 4 alphanumeric code. The printer name is an
“affectionate” name used to identify the printer in the organization.
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The print command is operating system specific and beyond the scope of this
presentation. By utilizing the printer availability functions, any MUNIS printer can be
exclusively assigned to a user or department.

Section 10 MANAGING ATTACHMENTS

MUNIS allows users to attach third party files to their data records in a variety of places
throughout the application suite. The administrator can manage the allowable file formats
by using the Misc Code File Maintenance program shown in Figure 24.

ath: Main Menu->Admin->Miscellaneous Admin->System Misc Code F/IM
[M] System Misc Cade File Maintenance - MUNIS [Tyler Ca

Myw File Edi I Hel

X LR naERYX AR MK o %0

Mizcellaneouz code detail

Code type |AEXT - ALLOWED ATTACHMENT EXTENSIONS |
Code DOC

Description iMIEHEISEIFT WiORD

Short desc

Audit information

Enterad by | | u:un| I!IH| at| |
Lazst changed I:u_l,l| | u:un| I!,!21| at| |

@Eﬂ 1 of 14 |m@

Shiows the history of changes For this recard,

2R,

FIGURE 24
The browse screen shows examples of allowable file formats:

System Misc Code File Maintenance
[ sy

Code Type Code  Description Short Desc
[4EXT - ALLOWED ATTACHMENT EXTENSIONS DOC  MICROSOFT WORD
AENT - ALLOWED ATTACHMENT EXTENSIONS EXE  EECUTABLES E-ECUTE
AET - ALLOWED ATTACHMENT EXTENSIONS HTM  HTML DOCUMENTS HTML
AEXT - ALLDWED ATTACHMENT EXTENSIONS JPG JPEG IMAGES JPEG
AEXT - ALLOWED ATTACHMENT EXTENSIONS MDB  MICROSOFT ACCESS MS ACCESS
AENT - ALLOWED ATTACHMENT EXTENSIONS FODF PORTABLE DOCUMENT FORMAT PORT DOC
AEXT - ALLOWED ATTACHMENT EXTENSIONS PPT MICROSOFT POWER POINT M5 PwRPNT
AEXT - ALLOWED ATTACHMENT EXTENSIONS RTF  MICROSOFT WORDPAD M5 WORDFAD
AEXT - ALLOWED ATTACHMENT EXTENSIONS TXT  MICROSOFT NOTEPAD M5 NOTERED
AEXT - ALLDWED ATTACHMENT EXTENSIONS VSD MICROSOFT VISIO MSWVISID
AEXT - ALLOWED ATTACHMENT EXTENSIONS »LS MICROSOFT EXCEL MS EXCEL
AEXT - ALLDWED ATTACHMENT EXTENSIONS 2P PP F2aP
INID - INTERCHANGE ID QUALIFIER o DUNS [DUNS & BRADSTREET) DUNS
INID - INTERCHANGE D OUALIFIER zZ MUTUALLY DEFINED MUTUAL
Search / Fiter Recced
®WE @ 6ol 4l p Lot
oV
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All of attachments that are linked to MUNIS data records are stored in a central
repository on the MUNIS server. Examining the run-time variables set by the MUNIS
start script can identify this directory. These can be determined by launching the
diagnostic utility (Section 12) as shown in Figure 25.

Path: Main Menu->Admin->General Admin->Diagnostic Utility

v iZB s AERPD X _RNSRERE S oD
General Clent Started on
MUNISR) Version 7.1 (7.1.0.0133) Chert name: Teler Connect 2008 Doy Tuesday
Workllow in use: Yo Aceount no 534 Drate: 0812/2008
Pazsword secunly levet - MUNIS mera /£ program pazseondng not enabled Uzee IDi; ez Tieme: 16:27:33

Main | Spstem | ‘Workslation Seqves Databasse | Fowrd's | Apps /Elc Actvity | FunTrace | Versions Contact Uz

Comemon MUNIS sstem deechaiy paths

FRoot o \muniz’\ generohmunoot’,
Programs: c\munizhgenerohmuroct\progs
Feems: & \munis\gensro murool forms
Librany: c:\munizhgeneromunoct b\
Attachmentz: o \munizhgenaromuroctattachh
Cache: i genenohmuroct\cache',
Ele: e \miunishgenaromuroctiale’,
Expeet e\munizhgenaro\munooth ety
FOP: - \muniz\generohmunooloph
Impait: c\munishgeneroimuroctumpartt,

Spack e \munishgenaromiurocthspodl,
Tempoeany: e\muniz\genamnmuroottamp’,
Lniitees: e \munishgenenomuroot il

WaDL c\muneshgeneromuroctwadh,

Context help seffings Menu Login Mode” sethings
Versiore 71 MLM o
Mode:  Web MLM ermvkey:

UAL Ftped el mures comd 71
Path chemurisgenesohmucol help

FIGURE 25

Attachments are cross-referenced between the data records and documents in a system
table called spattach. When the linkage is broken between an attachment and the data
record, the user will receive an error that the attachment no longer exists.

Section 11 DIAGNOSTIC UTILITY

When a user is experiencing problems with a particular MUNIS program, it very often
becomes necessary to run the program in debug mode. The MUNIS Diagnostic Utility
does just that allowing all of the run-time variables, SQL statements, and debug traps to
be captured to a data file that can then be emailed to Support for further analysis.
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Figure 26 and 27 contains a snapshot of the debug utility. It should be noted that this
program should only be run in conjunction with the MUNIS Support Department.
Administrators should not take it upon themselves to execute this program.

Path: Main Menu->Admin->General Admin->Diagnostic Utility>Main Tab

E‘]MUHIS Diagnoestic Utility and Run-Time [nfo - MUNIS [Tyler Connect 2008]

X {RB U AERDDXR ISEEXI | e vl

General Clerit Started on
MLINISIR] Version 7.1 [7.1.0.0133] Chient name: Tyler Connact 2008 Day: Tussday
Workllow in use; e Account no.: 534 Date: 081 2/2008
Password securily level 1= MUNIS menu / program passwording not ensbled User 10 iz Time: 16:27:33
"'ﬁ;"s | wor | seve | D | Fowd's | Apps/Etc | Actly | RunTrace | Versions | ComtsctUs |
Suppod \Wizard
Suppert Call Mumbser:
L e

Reporting Plogram | Save Snapshots | Vi Snapshats

Program [D: W& Run the paogram again in a Trace’ mode and by (o eproduce the problem:
Paramelers: WA Standaid Troce ‘With SOL Debug
Sereen fome: M4
OVR.
FIGURE 26

Run Trace Tab

[M] MUNIS Dlagnostic Utility and Run-Time lnfo - MUNIS [Tyler Connect 2008]

VX iREnAE RV XD NSREXD Co %0

Ganaral Chert Started on
MUNIS R Version 71 [7.1.0.0133) Chent name: Tyder Cornect 2008 Doy Tuesday
Wotkflow in uze: Yes Accourt no. 534 Date: 08/12/2008
Pazswond secunly levet  0- MUNIS menu / peograen pazswarding not snabled LBz 1D Ui Time: 16:27:33

‘Man | System | Wokatston | Server | Databwie | Foud's | Apps/Etc | Aciiy | FunTiscs | Versons | Contactls
MU_DEBUG

SOL DEBUG

£ |
Gathet lrace miomation based on these cptions
Program 10| |MU_DEBUG level| 1| SGLDEBUGkoved| 0]

Enter program ID and any parameters

OV

FIGURE 27
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Section 12 AUDIT TRAILS

MUNIS maintains 25 audit trails scattered about the system. Each tracks a user-stamped,
date-stamped, and time stamped transaction log of every change made to the database.
The listing below gives an itemized list of each audit trail and the module it services.

Table Description

Alaudits Animal Licenses
Apvdraud Vendors

Arcstaud Customers
Beaudits Boats

Blaudits Business Licenses
Bqcnaudt Bids, Quotes, and Contracts
Ceaudfil Census

Gbinvaud General Billing Invoices
Glbdaudt Budget

Glmstaud General Ledger
Itinaudt Inventory

Jsmstaud Juror

Mvaudits Motor Vehicle
Popuraud Purchase Orders
Praudfil Payroll

Prmaudit Employee

Spaudfil Utility Billing Runs
spaudqry Query Size
spmaudit Utility Billing
tsInaudt Tax Sale/Lien
txbilaud Tax Billing
txppmaud Personal Property
txremaud Real Estate
vtmstaud Voter

As an example, the System Changes Audit screen shown in Figure 27, itemizes the
actions have taken place.
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Path: Main Menu->Admin->General Admin->System Changes Audit

System Changes Audit - MUNIS [Tyler Connoct 2008] i- O]
vX thEUAEDRXRDESENEX) ot @
Kay MENU FILE MAINTENANCE

key 2 benu Qhption Added - pmiclerk

Recadlipe  [ChoweD

Changedste  |0BA12/2008 214

Change tme (102231

Changead by IS Muriz

Action Add

File |reesruree

Freid name: |reim_choice

Qid vahoe [

Newvabe  |ubcing Account Customer Ingusy

(W=t e [» ] [v] (e8] [E]
Dsltes il data records in the active sat, =

FIGURE 27

Additional applications that write to spmaudit table:

Accounts Payable
Accounts Receivable
Budgeting

Business Licenses
Bid Management
Contract Management
Fixed Assets
General Ledger
Inventory

Parking Tickets
Pension Tracking

Performance Based Budgeting

: il
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Permits and Code
Enforcement

Personnel Management
Project and Grant
Accounting

Property Tax

Purchase Orders
Requisitions

Risk Management

Slip Reservations
System

Utility Billing

Vehicle Registration
Work Orders, Fleet and
Facilities

Workflow



Application that write to field level audit tables outside of the spmaudit table:

Accounts Payable
Accounts Receivable
Animal Licenses
Applicant Tracking
Bid Management
Boat Excise
Budgeting

Business Licenses
General Billing
General Ledger
Jury Selection
Motor Vehicle
Payroll

Purchase Orders
Slip Reservations
Tax Delinquency
Vehicle Registration
Virginia Income Tax
Voter
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